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1. Goal
The Goals of this Maintenance Standard are following.
· Showing maintenance knowhow to public in comprehensible
· Letting everyone to be able to serve quality maintenance work
· Increasing maintenance efficiency per time by organized process
2. Target
The Targets of this Maintenance Standard are following.
· PC/AT compatible (= PC Clones)
· Windows XP machine (no guarantee for Windows VISTA machine)
· Computer trouble is caused from software side.
3. Requisite
The Requisites of serving maintenance procedures stipulated by this Maintenance Standard are following. You have to keep every requisite with USB memory and CD for maintenance work.
· LiveCD (= Tacky Optimizing Puppy Linux 4.11 [hereinafter referred to as “TOP Linux”])
→ Available at http://www2.axfc.net/uploader/Ar/so/8573&key=puppy
· Latest virus definition files for ClamAntivirus
→ Available at http://www.clamav.net/
· Latest virus definition files for common antiviruses for Windows

→ Available at official sites of common antiviruses
· Uninstalling tools for common antiviruses for Windows
→ Available at official sites of common antiviruses
· AVG Anti-Virus Free Edition 8.0 for Windows
→ Available at http://free.avg.com/download?prd=afe#tba2
· TrendMicro HijackThis 2.0.2

→ Available at http://www.trendsecure.com/portal/en-US/tools/security_tools/hijackthis/
· Windows NT Registry Editor (= regedit.exe)
→ Available at under “WINDOWS” folder of Windows XP
· Booting up files of Windows XP (= boot.ini, BOOTSECT.DOS, NTDETECT.COM, ntldr)
→ Available at under drive-root folder of Windows XP installed
· Backup image files of Windows XP environment
→ To be established by Partition Image before maintenance work (4-⑯)
→ In case no backup image files, Windows XP and necessary application install CD
· NewSID v4.10

→ Available at http://technet.microsoft.com/en-us/sysinternals/bb897418.aspx
4. Workflow
The Workflow of this Maintenance Standard is following.
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5. Procedure
The Procedures of this Maintenance Standard is following. You can refer an individual procedure by checking circled numbers on the Workflow; that numbers correspond to the Procedures’.
1 Booting computer from LiveCD (= TOP Linux)
LiveCD is an operation system which is executed from CD, hard disk drive (hereinafter referred to as “HDD”) is unnecessary to boot. So you can do maintenance work with LiveCD though Windows is collapsed by virus and something. Particularly, TOP Linux is good for maintenance work because it contains many significant maintenance tools. By the way, when BIOS setting (= Boot Sequence) doesn’t allow booting from CD, you have to change that. But this Maintenance Standard doesn’t show how to change; each computer has own procedure to configure BIOS setting.
2 Checking to be able to boot from LiveCD or not
If it is not able to boot from LiveCD, the computer you try to maintain has some hardware troubles probably. Especially, following troubles which are caused by dust and power cut are typical in emerging countries.
· Contact failure between memory IC and mother board is generated by dust.

· Electric failure is generated because dust on mother board makes short-circuit.
· Overheat failure is generated because CPU and cooling fan are covered by dust.
· Physical failure in cooling fan is generated because of overload caused by dust.
· Power failure in mother board is generated by overvoltage at power cut recovery.
· Power failure in power unit is generated by overvoltage at power cut recovery.
· Physical failure in HDD is generated because data access is suspended by power cut.
(In this case, computer is able to boot from LiveCD. But it should not be used.)
3 Repairing hardware trouble
In case hardware trouble is caused by dust, you have possibility of solving that with removing dust cleanly. However, you must take care about following.
· Detach all power plug outlets when you touch inside computer.

(There is high risk of electric shock and second failure with power supply.)
· Take priority to use air blower over rubbing with wet cloth; don’t use dry cloth.
(Because electrostatic and moisture must cause second failure.)
· If you rub with wet cloth, don’t attach power plug outlets before completely dried.
(Moisture also generate short-circuit failure in mother board.)
On the other hand, hardware trouble is from physical or power failures, you can not solve that without replacing failed component. So you should introduce electric stabilizer and UPS against troubles caused by power cut.
4 Scanning viruses with ClamAntivirus
In TOP Linux, there is an antivirus the name is ClamAntivirus. So you can clean up viruses in HDD from LiveCD. That means whether an antivirus in Windows is collapsed or also it is not installed, you have possibility of recovering virus infected Windows. The Procedure of running ClamAntivirus is following.
(1) Double-click some of HDD icons on desktop.
(Then HDD is mounted and only mounted device become target of virus scanning.)
(2) Make a new folder anywhere in HDD.
(e.g. “/mnt/sda1/clamscan”)
(3) Copy latest virus definition files for ClamAntivirus to “mnt/sda1/clamscan/”.
(4) Make an empty file the name is “scan.log” in “/mnt/sda1/clamscan/”.
(5) Open command terminal and run following command as single line string.
clamscan / --recursive --max-filesize=2M --database=/mnt/sda1/clamscan/ 
--move=/mnt/sda1/clamscan/ --tempdir=/mnt/sda1/clamscan/ 
--log=/mnt/sda1/clamscan/scan.log --infected

Meaning of above command is following.
clamscan / --recursive
：Scanning viruses all over the devices mounted
--max-filesize=#M
：No scanning file whose size is over #MB
--database=DIRECTORY
：Using virus definition files in “DIRECTORY”
--move=DIRECTORY
：Moving infected files to “DIRECTORY”
--tempdir=DIRECTORY
：Making temp files in “DIRECTORY”
--log=FILE --infected
：Writing information about infected files in “FILE”
For easy to copy and infect, almost all viruses are made with small file size. So ignoring over 2MB files, scanning process will speed up. In addition to this, you should specify a directory for infected files and their information in HDD because ClamAntivirus put them on memory IC without specification; if power cut comes during scanning process, such data in memory IC is completely lost. For your information, I give the description of the logfile that ClamAntivirus scan my laptop computer. By the way, all infected files are EICAR test viruses.
----------- SCAN SUMMARY -----------

Known viruses: 445528

Engine version: 0.94

Scanned directories: 17605

Scanned files: 175995

Infected files: 16

Not copied: 8

Data scanned: 16613.36 MB

Time: 33217.391 sec (553 m 37 s)
5 Booting computer from Windows
Eject LiveCD and restart computer then Windows tries to boot computer.
6 Checking to be able to boot from Windows or not
If Windows booting process aborts or you can not login Windows, Windows has some software failures. Typical failures in emerging countries are following.
· Login-logout loops (= After login, logout process runs automatically immediately.)
→ Collapsed Windows system files for login process made by virus cause that.
· Invalid password (= Password for login is disabled.)
→ Mistake at password handover and illegal password change by virus cause that.
· No booting up files (= The message “_____ is missing or corrupt” is shown.)
→ Collapsed and illegal deleted booting up files made by virus cause that.
· Fatal error (= Windows automatically restarts while booting up.)
→ Collapsed and illegal deleted Windows system up files made by virus cause that.
7 Checking existence of booting up files of Windows XP
When you cognize no booting up files failure in procedure ⑥, check following files which are at under drive-root folder of Windows XP exist or not by operation from LiveCD.
· boot.ini
· BOOTSECT.DOS
· NTDETECT.COM
· ntldr

8 Copying booting up files of Windows XP
Copy files that you can not find in procedure ⑦ under drive-root folder of Windows XP from your prepared USB memory recognized by LiveCD.
9 Checking to be able to restore Windows system files or not
Windows XP has a backup function which automatically makes snapshots of system files. So without someone turns off it on purpose, you have possibility of restoring running system files; there are RP## folder (## is number) in System Volume Information folder that is located at under drive-root folder of Windows XP installed, then you can try to restore.
10 Restoring Windows system files
The procedure of restoring running system files is following.
(1) Find a RP## folder which was made before the date of system file collapsed.
(2) Find following 5 files from snapshot folder that is located RP## folder inside.
·  _REGISTRY_MACHINE_SAM

·  _REGISTRY_MACHINE_SECURITY

·  _REGISTRY_MACHINE_SOFTWARE

·  _REGISTRY_MACHINE_SYSTEM

·  _REGISTRY_USER_.DEFAULT

(3) Copy the 5 files and paste them in “X:\WINDOWS\system32\config” folder.
· Rename preexistent 5 files in config folder to like following.
·  SAM → SAM.org

·  SECURITY → SECURITY.org

·  SOFTWARE → SOFTWARE.org

·  SYSTEM → SYSTEM.org

·  DEFAULT → DEFAULT.org

(4) Rename 5 files you pasted in config folder to like following.
·  _REGISTRY_MACHINE_SAM → SAM

·  _REGISTRY_MACHINE_SECURITY → SECURITY

·  _REGISTRY_MACHINE_SOFTWARE → SOFTWARE

·  _REGISTRY_MACHINE_SYSTEM → SYSTEM

·  _REGISTRY_USER_.DEFAULT → DEFAULT
After this, restart computer without LiveCD. In case Windows boots up properly then restoring Windows system files is succeeded. If not be succeeded, go to procedure ⑭. By the way, there is login password of Windows in SAM. So password was frequently changed by user, password reversion may happen.
11 Updating antivirus for Windows
Almost all cases in emerging countries, antivirus in Windows doesn’t work properly because of following reasons.
· Virus definition files go old because of no updating.
· Antivirus itself is collapsed by virus.
· Not only one antivirus is installed and they conflict each other.
· Fake illegal antivirus is installed without normal antivirus.
When just virus definition files go old, update them and antivirus work properly. Except that, you should do following.
· From control panel, uninstall all antiviruses.
→ You can not from control panel, use deleting tools (for Symantec, McAfee, etc).
→ Also can not from deleting tools, delete antivirus directly from LiveCD.
· After restarting Windows, install and configure AVG 8.0 latest version.
12 Repairing collapsed and illegal services with HijackThis
HijackThis is a tool which is able to make the list of major windows services. By using this, you can find collapsed and illegal services that are brought from viruses. After finding such services, you can restore collapsed and delete illegal from HijackThis. So HijackThis is not only a service listing tool, but also a windows repairing tool; abnormal Windows behavior may become well including Windows NT Registry Editor is disabled. However, if you delete healthy service and Windows gets problem. You have to learn how to use HijackThis adequately from following sites.
· HijackThis Tutorial
→ http://www.bleepingcomputer.com/tutorials/tutorial42.html
· HijackThis log file analysis
→ http://hijackthis.de/
13 Editing and correcting Windows NT Registry
There are some Windows functions which are unable to repair without editing Windows NT Registry when they are collapsed by viruses. In case you find following troubles, use Windows NT Registry Editor (= regedit.exe) and edit DWORD numbers of the registry.
· Disabled task manger function
Key：HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System
Name：DisableTaskMgr (DWORD：0)
· Missing folder option
Key：HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
Name：NoFolderOptions (DWORD：0)
· Disabled file search function
Key：HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
Name：NoFind (DWORD：0)
· Missing command run option
Key：HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
Name：NoRun (DWORD：0)
· Missing important files (= illegal file hidden function)
Key：HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
Name：Hidden (DWORD：1), SuperHidden (DWORD：1), ShowSuperHidden (DWORD：1)
However, if you edit or delete critical registry key, Windows gets problem or is destroyed at worst. You have to learn how to use Windows NT Registry Editor adequately from following sites. For your information, you can run Windows NT Registry Editor also with double clicking regedit.exe in your prepared USB memory.
· Windows Registry Tutorial
→ http://www.pctools.com/guides/article/id/1/
14 Checking existence of user’s backup files
In case reaching this process, you are not able to repair installed Windows and you have to install new healthy Windows. So there are important files for user in computer and also the user does not have backup files, then you need to rescue the important files.
15 Rescuing important files for user in computer
Boot computer from LiveCD, and copy important files for user to no windows installed place like USB memory, second partition and so on; under following folders, there must be particularly important files so check with close attention.
· Desktop
→ /mnt/____/Documents and Settings/username/desktop/

· My Documents

→ /mnt/____/Documents and Settings/username/My Documents/
(____ means name of the partition Windows XP installed.)
16 Replacing installed Windows with new healthy Windows
TOP Linux has a great backup tool the name is Partition Image. It can make backup image files of whole Windows environment including installed applications. Using this kind of image files, you are able to restore Windows immediately. If there are the image files of healthy Windows, it’s the best way to use them for implementing this process. You can learn how to use Partition Image adequately from following sites.
· Partition Image Official Manual
→ http://www.partimage.org/Partimage-manual
By the way, Partition Image requires plural partition to work properly. When there is only one partition in HDD, you have to divide that partition with Gparted which is also installed in TOP Linux. You can learn how to use Gparted adequately from following sites.
· How to Resize Partition
→ http://gparted.sourceforge.net/larry/resize/resizing.htm
In case machine type of computer is same, you can use backup image files with other computers. But Windows has computer identifier the name is SID and computers which are restored by same backup image files get same SID too. If there are same SID computers in Windows network, they are ignored from the network. For solving this problem, you can use NewSID v4.10. Learn how to use it adequately from following sites.
· SID issue of duplicated Windows in English
→ http://www.linglom.com/2007/12/14/sid-issue-of-duplicated-windows-virtual-disk/
On the other hand, when there are not backup image files of healthy Windows, you have to install Windows, device drivers, applications, and so on from install CDs step by step. It mast take very long time. So you should make backup image files of healthy Windows before this maintenance process.
17 Updating antivirus for Windows
Whether restoring backup image files of healthy Windows or installing Windows again from install CDs, virus definition files go back to old. So you have to update them.
6. Q & A
Frequently asked questions and answers are following.
1 What antivirus is recommendable for Windows?
→ AVG Anti-Virus is most recommendable; license free and light weight definition files.
→ Pirated Symantec and McAfee are not recommendable; may old version and fragile.
2 Is it trouble some to download virus definition files for some antiviruses?
→ Yes, so it is better to choose only one antivirus for distributing to users.

→ Latest virus definition files for ClamAntivirus are very small so that is not trouble.
3 Is it more safety to install plural antivirus than single antivirus?
→ No, plural antivirus conflicts each other and goes non-functional.
→ You must install only one antivirus because antivirus conflict also brings system freeze.
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